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Localization of Personal Data in Kazakhstan 

5 Actions steps required now  
 

Dear Business Partner, 

As of January 1, 2016, an amendment to the Law "On Personal Data 

Protection" came into force. The amendment introduced the requirement to 

localize personal data, which has to be stored in databases located in 

Kazakhstan. Under the Law, any systemized personal data is deemed to be 

a “database of personal data“. This probably means, that personal data 

stored in a database at the headquarter or on a cloud server abroad has to 

be transferred to a local database in Kazakhstan.  

Open issues 

There is no official interpretation of the state authorities on this matter and 

therefore, the extent the applications have under the Law remains unclear. 

Currently, there are a number of open questions and uncertainties remaining 

in connection with the amendments to the legislation: 

 What is meant by “systemized personal data”? 

 Must representative offices and branches of foreign legal entities 

registered in Kazakhstan and also foreign legal entities not present in 

Kazakhstan in any form, but which engage in collection and storage of 

personal data (internet companies, online shops), adhere to the new 

regulations? 

 It is unclear if the application of the law extends to personal data 

collected prior to the date the law comes into force on January 1, 2016. 

The Ministry on Investment and Development expressed that the law 

does extend to data collected before 2016 (meaning that companies are 

not given a transition period) but also noted that the Ministry of Internal 

Affairs is the final authority. So far, Internal Affairs has not provided an 

official interpretation.  

 Is it permitted to copy personal data (create backups) in databases 

located abroad? 

 What exactly is understood as the ‘collection of personal data’? 

 To what extent is it possible to use cloud technologies in the processing 

of personal data of Kazakhstani citizens? 

 Is it lawful to provide cross-border remote access (VPN-access) to 

databases which are located in Kazakhstan? 
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Currently, there are no explanations regarding the localization requirements 

in the form of an official document. 

Violation of the Law  

The amendments to the Law did not introduce a separate liability for 

infringement of localization of personal data requirement. The general clause 

on liability for infringement of laws on personal data provided in the Code of 

the Republic of Kazakhstan “On Administrative Offences” will be applicable 

in a case of failure to store personal data in Kazakhstan. Fines ranges from 

300 to 600 US dollars.   

5 Actions you should take and how we can help you 

SCHNEIDER GROUP can offer the following support to clients: 

 Analysis of business processes and IT infrastructure; 

 Temporarily or permanently take over salary and / or travel expenses 

processing in Kazakhstan (1C); 

 Support in system cleansing (SAP, 1C, MS Dynamics NAV / Axapta) 

and general system support. 

 Support in transferring personal data to a local database in 

Kazakhstan 
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